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1. Ileab ocBoeHMsT AUCHMIIJIUHBI

Heab — popmupoBanre y o0ydaronmxcss KOMIETSHINI B 001acTu o0ecnieueHrs 6e30MacHOCTH TPH
pa3paboTKe MPOrpaMMHOIO 00ECIeUeHUs], B TOM YHCIIE JIJIsl CUCTEM C TIPUMEHEHHUEM TEXHOJIOTUH HUCKYC-
CTBEHHOT'O MHTEJUIEKTA, BKIFOYAsi METO/IbI 3aIIUTHI TaHHBIX, MOJIEJICH U TPOIIECCOB Pa3padOTKH.

Sagaun:

1. U3ydyeHue TUNIOBBIX YS3BUMOCTEH MPOrpaMMHOI0 OOECIIeUeHUsI U METO/I0B UX MPEIOTBPALLEHUS, C
aKLIEHTOM Ha yA3BUMOCTH B CUCTeMaX, Ucnoib3yrommx UN.

2. 3HaKOMCTBO C IPUHLUIIAMH IIPOSKTUPOBAHUS O€30MaCHOTO IPOTPAMMHOTO 00ECTIeUeHH S, BKITIOUast
3alUTY JAaHHBIX HA BCEX 3Tarax >KU3HEHHOTO IUKJIA Pa3padoTKH.

3. Vzydenue METOZIOB M CPENICTB ayTEHTU(HUKAIIMHM U aBTOPU3AIMH MOJIH30BATENICH B pacrpeiencu-
HBIX CUCTeMax 00paOOTKH TaHHBIX.

4. 3HaKOMCTBO C KpUITOrpapUUECKUMHI METOJIaMH M CPEICTBAMH 3aIllUTHl JAHHBIX, BKJIIOYasi COBpE-
MEHHBIE TT01X01bI (ToMoMopdHOe mudpoBanue, nuddepeHImanbHas TPUBATHOCTD ).

5. Mzydenue npoTokoJoB Oe30MacHON NMepeaayy JaHHBIX U METOJIOB 3alUThI JaHHBIX MIPH Mepeaaue
B 00JIaUHbIC U pacnpeAeNEHHbIC XPAHUIIHIIA.

6. Vzydenne MeToZ0B 00ECTICUCHHS [EJIOCTHOCTH JAHHBIX, B TOM YHCIE JUIsi HAOOPOB JTaHHBIX, HC-
MOJIb3yEeMBIX B 00Y4YE€HUU MOJICICH.

7. OcBOCHHE HABBIKOB HCIOJB30BAHUS HHCTPYMEHTAIBHBIX CpPEACTB OOecredeHns: 0e30macHOCTH
MIPOrpPaMMHOTO 0OecTieueH s, BKIIIOUas MHCTPYMEHTHI JUIsl aHaIu3a 0€301MacHOCTH JaHHBIX U Mojeneid ML
(TensorFlow Privacy, Adversarial Robustness Toolbox u np.).

8. ®opMupoBaHHE YMEHUS aHAIU3UPOBAThH YS3BUMOCTH MPOTPAMMHOI0 OOeCIieueHus U pa3padarsi-
BaTh MOJIUTUKY WH(POPMALMOHHON 0€30MacHOCTH I MPOEKTOB B OOJIACTH MPOTPAMMHON HMHKEHEPHH C
npuMenennem M.

9. OBnanenne nmpuémMaMu MpeaOTBpAILCHHs], OOHAPYKEHUS M HEUTpaIH3aluy yrpo3 0e30macHOCTH
MIPOrPaMMHBIX CHCTEM, BKJIFOYas aTaKi Ha MOJIETT MAIIMHHOTO 00y4YeHHUs (OTpaBlIeHNE TaHHBIX, UHBEPCUS
MoOjIeNIeH, aTaku ¢ TOJJOOPOM BBIXOJHBIX JTAHHBIX ).

2. Mecto nucunniannsl B ctpykrype OIIOII BO
JlucuMIuimHa OTHOCUTCS K 00513aTeIbHOM YacTu O010ka b1.
JIuCIUTITMHBI, Ha OCBOCHUHU KOTOPBIX 0a3upyeTcs JaHHas AUCIUTUIMHA:

Hnghopmayuonnvie cucmemvl u mexronocuu, Ynpasienue npoekmamu papadbomru npocpammHo20
obecneuenus, bazvl dannvix u ynpaenenue oannvimu, Obecneuenue kavecmsea Kooda u KOO pesvio.

I[I/ICL[I/IHJ'II/IHBI, AJIL KOTOPBIX HCO6XOI[I/IMBI 3HAaHUA, YMCHHS, HABBIKH, HpI/IO6pCTaCMLIe B PE3YyJIbTATC
HU3YyUCHUA JIaHHOﬁ JUCHUITIINHBI.

Buvinonnenue u 3awuma 6blnycKHOU K8ANUDUKAYUOHHOU PAOOMbI.



3. Ilnanmpyemble pe3yJbTaThl 00yYeHHs

DopmMupyeMble U KOHTPOJIHPYe-
Mble KOMIIETeHI[UU

HNuaukaTopbl 10CTH-
JKeHHUsI KOMITeTeHI M

IInanupyemble pe3yJbTaThbl 00y4eHUs!

OIIK-3. CiocobeH pemath
CTaHJapTHBIC 3a7a9u podec-
CUOHAJILHOM JIESTeIbHOCTH Ha
OCHOBE MH(MOPMAIIMOHHON 1
Oonbmnorpaduueckoil Kynb-
TYpBI C IPUMEHEHUEM HH(pOp-
MaIMOHHO-KOMMYHUKAIIMOH-
HBIX TEXHOJIOTUH U C YYETOM
OCHOBHBIX TPeOOBaHMI HH(OP-
MaIMOHHOMN 0€3011acCHOCTH

OIIK-3.4. IIpumene-
Hue UKT-uncrpy-
MEHTOB JIsI peliie-
HUS podeccuoHalb-
HbIX 3a7a4. Coburo-
JIeHUEe TpeOOBaHUH
MH(pOpMaLOHHON
Oe3omacHoCTU

3HaTh: OCHOBHBIC TIPHHIUIIBI U METOIbI
yIpaBJICHUS )KU3HEHHBIM IIHKIIOM JIaH-
HBIX C Y4€TOM HH(DOPMAITMOHHOMN 6€3-
OIaCHOCTH; METOJIbI U HHCTPYMEHTBI
obecnieueHus nHMOOPMAIIMOHHON Oe30mmac-
HOCTH B pacrpeieIEHHBIX CUCTEMAX,
BKJIKOYasi CUCTEMBI ¢ lpuMeHennem 1.
YMeTh: MPUMEHSTh HHCTPYMEHTHI aHa-
JM3a JaHHBIX JJIsl BBISIBJICHUS TCHICHIIUI
Y 3aKOHOMEPHOCTEH B KOHTEKCTE 0e3-
OTIaCHOCTH; 0OOCHOBBIBATH BHIOOP pertie-
HUIl Ha OCHOBE aHaJIN3a IaHHBIX U
OLICHKH PUCKOB; IPUMEHSTH METOJIbI OII-
TUMU3AIHMY YIPABICHHS KHU3HCHHBIM
IIUKJIOM JTAaHHBIX ¢ y4ETOM O€30TIaCHOCTH;
OLICHUBATh 1 MUHUMHU3UPOBATh PUCKH B
pacrpenenéHHBIX CUCTEMaX, BKIIIOYast CH-
cremsl .

Bnaners: HaBbIKamMu pabOTHI ¢ HHCTPY-
MeHTaMHu aHaiau3a naHHbix (Excel,
Python, Pandas, Spark) nns 3agaq 6e3-
OIAaCHOCTH; HaBBIKAMH UCIIOJIh30BAHUS
TEXHOJIOTHH IS yIIPaBICHHS )KU3HECHHBIM
IIUKJIOM JIAaHHBIX; HABBIKAMHU pa3pabOTKH
Mep 1o obecrneueHn o nHHOpPMalnOHHON
0€30MaCHOCTH, BKITFOYAs 3aIlIUTYy JaHHBIX
u monenen M.

OIIK-5. CnocobeH HHCTAIIIN-
[POBaTh MPOTPAMMHOE U arlia-
paTHOe o0ecrieueHue s UH-
(hOpMaITMOHHBIX U ABTOMATH3H-
[POBAHHBIX CUCTEM

OIIK-5.4. Ycra-
HOBKa IIPOrpamMM-
HOTO 0OecrieueHusl.
Hacrpoiika anmapar-
HBIX KOMIIOHEHTOB.
WuTerpanus cucreM-
HBIX KOMIIOHEHTOB

3HaTh: COBPEMEHHbIE TEHCHIINH Pa3BU-
THUS alapaTHOTO U MPOTPaMMHOTO 0Oec-
nedyeHust, Bkioyas miardopmst ans MU u
OOJIBIINX aHHBIX; TPUHIIUIIBI 0Oeceye-
HHUSI OTKa30yCTOMYMBOCTH CHUCTEM.
YMeTh: moa0upaTh ONTUMAIbHBIE KOH(H-
rypainuu 000py10BaHUs 10 KOHKPETHBIE
3a/1a4u, BKJItOYast oOydeHne u nHQepeHc
Mojieniei; obecreynBaTh COBMECTUMOCTD
KOMIIOHEHTOB CHCTEMBI; aBTOMAaTU3UPO-
BaTh MPOLIECCHl YCTAHOBKU U HACTPOIKHU.
Brnanets: HaBbIkaMu pabOTHI C CHCTEMaMHU
aBTOMATHU3HPOBAHHOTO Pa3BEPTHIBAHUS
(Docker, Kubernetes); meTogamu MOHU-
TOpPHUHTA PAaOOTOCTTIOCOOHOCTH CUCTEM;
TEXHOJIOTHSIMH PE3EPBHOTO KOIMPOBAHUS
Y BOCCTAHOBJICHMSI TAHHBIX, BKJIIOYAsI
BEPCHOHMPOBAHUE TAHHBIX U MOJIENEH.




4. CTpyKTypa H cojepKaHue TUCUUILTHHBI _OQ0ecneyeHrne 0€30MACHOCTH IIPH Pa3padoTKe NPOrpaMMHOI0 odecneyeHust

Bun Ce O6nim DopMbl Te-
Monyab yueOHoii HaumMeHoBaHue TeM 3aHATHIA Mecr u ’ BaJuibl KYLLero KOH-
padoThI P TpoJst
Tema 1. Benenue B 6e30nacHOCTb IPH pa3pabOTKeE MPo-
TEKIHST rpamMmHOro obecrniedeHusi. OcoOEHHOCTH 0E€30MacHOCTH - -
cucteMm ¢ npumeHenunem NUN.
CAMOCT H3ydeHune JIEKIMOHHOTO MaTepuasa, MOAroTOBKa K BbI-
’ TIOJTHEHUIO MPAKTUYECKUX PadoT
1. OcHOBBI 0€30macHOCTH
I[1O u ympaBneHus naH-
BIMIT Tema 1.1. MeToasl onTUMHU3ANUNA YIIPABICHUS KU3HECH-
[ HBIM IIMKJIOM paclpeesi€HHbIX JaHHBIX C Y4ETOM WH-
¢dopmarnmonHo# OezonacHocTH. [IprBaTHOCTD JaHHBIX U
T depeHnnanbpHas MPUBaTHOCTb.
caMOCT. W3y4eHune NeKIMOHHOTO MaTeprasa, OATOTOBKA K IPaK-
' TUYECKUM paboTam
Tema 2. [lpunnunel nHGOpMaLNOHHONW O€30MaCHOCTH.
JIEKIUS [IpoexTrpoBanue 6€30MaCHOCTH AJIsl cUcTeM cbopa 1 00- - -
paboTKu OONBITHX JTAHHBIX.
[IpakTrueckas paborta Nel. PazpaGorka BeO-mpuioxe- .
2. be3onacHocTh B cere- o OTtuéT 1o mpax-
MPakKT. ca- HUS ¢ QYHKIMEH peaKTUPOBAaHUS 3aMETOK U obecrieue- N
BbIX TEXHOJOTHSX U CH- - - THYECKOW  pa-
MOCT. Hue 6azoBoit OezomacHoctu (Flask, 3ammra or CSRF,
cremax MU oote
. OT1uéT mo mpax-
TIPakKT. ca- [Ipaktraeckas padora Ne2. CTaTHdecKkwii aHaIW3 Koma N
. L — THYECKOH  pa-
MOCT. (SAST) ¢ nomomsio Bandit, ycTpaHeHne ys3BUMOCTEH.

oorte




Bn . DopMBbI Te-
! . . Ce- O0bém, P
Monpyab yueOHoii HaumeHoBaHue TeM 3aHATHI MecT 9 banabl KyLIero KoH-
padoThI P TpOJIs
HDaKT. ca [Mpaktuueckas padora Ne3. /luHamMmuueckoe TECTHPOBa- OT1uéT Mo mpax-
MIZCT ’ are (DAST) ¢ momompsio OWASP ZAP, 3ammura ot - THYECKOH  pa-
' 6ote
. OTuéT no mpak-
MpaKT. ca- [TpakTrueckas padora Ned. 3amura ot SQL-UHBEKIMIA, THYeCKOi p a
MOCT. TecTupoBaHue ¢ nomompo SQLMap. SoTe P
IIpaktuueckas pabora Ne5. Obecneuenne 6e30MacHOCTH OT4uér o mpax-
MIPaKT. ca- . N
MOCT 0a3pl nmanHbIX PostgreSQL (mactpoiika pg_hba.conf, - TUYECKOH  pa-
’ SSL, npas nocryna). oote
Otuét MO mMpak-
IIPaKT. ca- IIpaktuueckas padora Ne6. PazpaboTka miana Ge3omnac- o1
. - THYECKOH  pa-
MOCT. Hoctu 1 DevSecOps-unterpanus (CI/CD ¢ Bandit). oTe
OTuéT mo mpak-
MpaKT. ca- [pakTrueckas padora No7. MOHUTOPHHT 0€30M1aCHOCTH o 1P
. - THYECKOH  pa-
MOCT. U pearupoBanue Ha HHIUACHTH (SIEM Lite). SoTe
[ToaroToBKka K BBHIMOJHEHUIO MPAKTHYECKUX paldoT, U3y-
CaMOCT. yenne uacTpymeHToB (OWASP ZAP, Bandit, SQLMap, — —
Tema 3. TexHOMOTHS OCYIIECTBICHUS ONTHUMH3AIIAN
JEeKIUs yHOpaBieHUS XU3HEHHBIM IMKIOM JaHHBIX. besomac- — —
HOCTBH KOHBEWEpOB 00pabOTKN JaHHBIX.
CaMOCT. Nzyuenune neKIMOHHOTO MaTepraia — —




Bun Ce O6néM DopMBbI Te-
Monpyab yueOHoii HaumenoBaHue TeM 3aHATHIA MeCT 9 i banabl KyLIero KOH-
padoThI p TpoJs
Tema 4. MHCcTpyMeHTBI obecniedeHns: O0€30MaCHOCTH Ha
[ sTare pa3padboTku. MHCTpYMEHTH Ui aHanmu3a Oe3omnac-
HocTH JnaHHBIX u wmoxenei (TensorFlow Privacy,
Adversarial Robustness Toolbox u ap.).
CaMOCT. Nzyuenune neKIMOHHOTO MaTepraia - -
Tema 5. OnTumu3zanust ynpaBi€HUS! >KM3HEHHBIM LUK-
JIEKIUS oM naHHBIX. OOecnieueHre 0€30MacHOCTH TPH UCTIONb- - - -
30BaHUM BHEITHUX HA0OPOB IaHHBIX M MOJICIICH.
CaMOCT. Nzyuenune neKnOHHOTO MaTepraia - -
s p 5 Tema 6. Yrpo3bl 0€3011aCHOCTH ¥ METOJIBI UX TIPEIOTBPa-
- 1a3paboTKa Hpuka:- JIEKIUS IIeHus. ATaKy Ha MOZIEITH MAIlIMHHOTO 00y4YeHus (0TpaB- - - -
HbIX 3a/1at € yHCeTOM Tpe- JICHUE JTAaHHBIX, HHBEPCHUS, YKJIOHEHUE).
OoBaHWIT 0E30MacCHOCTH
(B T.4. 11 IN)
CaMoCT. Nzyuenue neKMOHHOTO MaTepuaia - -
f— Tema 7. PearupoBanue Ha yrpo3sl 6e3onacnoctu. Co3na-
HUE CHCTEM MOHUTOPHHTA U 3alTUTHI s Al-CEpBHCOB.
CAMOCT. Nzyuenue nexkuuoHHOro Marepuana, noaroroBka k KKP
) U DK3aMEHY
Onenka ypoBHS
KKP KomrmmekcHast KoHTpoIpHas paboTa 3HAHUU U yMe-

HUH




®opMBI Te-

Bu o
o . Ce- O0béMm,
Monyinb yueOHoi HaunmMeHoBaHue TeM 3aHATHI MecT 9 BaJibl KyILIEero KoH-
padoThI P TpOJIs
OneHka ypoBHS
JK3aMeH Ox3ameH (YCTHO WM MCEMEHHO TI0 OWIIeTaMm) - 3HaHUH W yMe-

HUH

toro

Texymmii pedTHHT (cymMMa 06auIoB 3a npakTudeckue padbotsr) + 6amr 3a KKP + 6amn 3a sx3amen. MakcumanbHbiil ntorosbrit 6amt — 100.

Bce npakTrueckue paboThl BBIMONHSIOTCS CTYIGHTOM CAMOCTOSITEIbHO B pAMKaxX 4acoOB, OTBEIEHHBIX HA CAMOCTOSTENbHYIO paboTy. OTU€THI IO MpaK-
TUYECKUM paboTaM CIAIOTCS U 3alIUIIAIOTCSA B YCTaHOBJICHHBIE CpoKH (B mepuo cemectpa). KKP BoimonHseTcst u caaérest Ha mpoBepKy. DK3aMeH Mpo-

BOAUTCH IO OKOHYaHUU CEMECTpaA.



5. O6pa3oBaresibHbIEe TEXHOJIOTHHI

B mporecce uzyueHus: TUCIHUIUIMHBI HCIIONB3YETCS TEXHOJIOTUS TPAAUIIMOHHOTO OOydeHUs
(JlekIuu, mMpakTHYeCKrue paboThl, CAMOCTOSATEIbHAS paboTa CTYIEHTA)

MeTOIlI/I'lECKHe YKazaHusd 110 OCBOCHHUIO JUCIHUIIJIMHBI

J1Jig ycrienrHoro 0CBOCHUS JUCHMUILTUHBI HEOOXOAUMBI MOCEUIEHUE CTYISHTaMHU JIEKIIMOHHBIX
U MPAKTUICCKUX 3aHITHIA, CAMOCTOSITENIbHAS pad0Ta CTYJICHTOB C JIEKIIMOHHBIM MAaTEPHAJIOM U y4eO-
HOM JIUTEpaTypou.

N3ydeHnre AUCIUILTUHBI TPEOYET CHCTEMaTHIEeCKOTO | MOCIIEI0BATEIHHOTO HAKOTIJICHHSI 3HA-
HUH, CIIeI0BATENbHO, POMYCKH OTAEIBHBIX TEM HE MO3BOJISIOT TIIYOOKO OCBOUTD MPEIMET.

B xone nekuuMoHHBIX 3aHATUHN TMOJIE3HO 3aJ]aBaTh MPENOJaBaTel0 YTOUHSIONINE BOMPOCHI C
LENbI0 YSICHEHHS TEOPETUYECKUX TOJOKEHUHN, pa3pelIeH s CIIOPHBIX CUTYaIUH.

CTyaeHT MOXET JOIMOJHUTh CIUCOK MPEIJIOKEHHON JINTepaTypbl COBPEMEHHBIMU MCTOYHU-
KaMU, He TPEJCTaBICHHBIMH B CIIHCKE, U B IaJbHEHIIIEM HUCIIOIb30BaTh COOCTBEHHbBIE TOJTOTOBIICH-
HbIC yU4eOHBIC MaTepPHAITBI IIPY HAITMCAHUN KYPCOBBIX U BBITYCKHBIX KBATU(UKAIMOHHBIX Pa0oOT.

Crynenram crienyer

® IIpU MOATOTOBKE K IMPAKTHYCCKUM 3aHATUAM 00s13aTeIBLHO HCIOJIB30BaTh HE TOJBKO
JICKIIMH, y‘IC6Hy10 JIATCPATypy, HO U APYIruc NCTOYHUKU;
° B HaJaJjie 3aHsITHMI 3aaBaTh MMPEIogaBaTC/Ir0 BOIIPOCHI 10 MaT€pruaily, BbI3BaBIHIEMY 3a-

TPYAHEHUS B €r0 IOHMMAaHUU U UCIOJIb30BAHUU IIPU PELICHUH 3a/1a4, IPEUIOKEHHBIX U1 CaMOCTO-
ATEJIBHOTO PELIEHUS;

. Ha 3aHATUAX JOBOAUTH KAKIYIO 3a7a4y 0 OKOHYATEIBHOIO OTBETA, JEMOHCTPUPOBATh
MMOHUMaHUE MPOBEJCHHBIX PACYETOB (PacCy X JACHHUI), B Cilydae 3aTpyqHEHUN o0palarbes K mpemno-
JIaBaTelio.

Jljig TOoro 4toObl MPaKTHUECKHE 3aHATUS MPUHOCUIN MaKCUMAJbHYIO MOJIb3Y, HEOOXOAMMO
IIOMHHUTB, YTO PEIIECHUE 3a]a4d IPOBOJUTCS 110 PACCMOTPEHHOMY Ha JIEKLUSAX Marepually U CBS3aHO,
KaK IIPaBUJIO, C I€TAIIBHBIM Pa300pOM OTAEIbHBIX BOIIPOCOB JIEKIIMOHHOTO Kypca. CienyeT noguepk-
HyTb, YTO TOJIBKO TIOCJI€ YCBOEHHUs JIEKIIMOHHOTO MaTepuana C OINpENEICHHOW TOYKH 3peHus (a
MMEHHO C TOM, C KOTOPOM OH M3J1araeTcs Ha JIEKIMSIX ) OH OyJIeT 3aKpeIIAThCS CTY/IEHTOM Ha IIPaKTH-
YyecKHe 3aHATHAX KakK B pe3yJbTrare 0OCY)KJICHHs M aHalu3a JEeKIMOHHOro Marepuania, Tak 1 B Ipo-
necce pemieHus 3agad. [Ipu 3THUX yCIOBHSAX CTYAEHT HE TOJBKO XOPOIIO YCBOMT Marepuai, HO U
HAy4YUTCsl IPUMEHATh €r0 Ha MpaKTHKe, a TaKKe MOIYYUT JOMOJHUTEIbHBIH CTUMYN (YTO OYEHb
Ba)KHO) JIJIs1 aKTUBHOM MPOPabOTKH JIEKIIMOHHOTO MarepHuaiia.

IIpu camMOCTOSTENFHOM pEIIeHUH 3a]1ad HY>KHO 0OOCHOBBIBATh KaX/IbIi ATaIl perieHus, uc-
X0/ U3 TEOPETUYECKUX MOJIOKEHUHM Kypca. Eciiu CcTyIeHT BUAUT HECKOIBKO MyTEH pelleHusl Mmpo-
61emblI (3a71a4M), TO HY’KHO CPaBHUTh UX U BBIOpATh caMblil paninoHanbHbIH. [Toge3Ho 10 Hauana BeI-
YyHCIIeHUH (paccyXAeHHH, MpeoOpa3oBaHUil) COCTaBUTh KPaTKUil IUIaH pelieHns npoOieMsl (3a1a4H).
Pemienue 3aiau cnenyer uznararb NoApoOHO, BEIMUCICHUS (pacCyXAeHHs, peoOpa30BaHus) paco-
jaraTth B CTpOroM nopsiake. Permienne npu HeoOX0AMMOCTH HYKHO COITPOBOXKIaTh KOMMEHTapUsIMU,
CXE€MaMH, YepTexaMHu U PUCYHKaAMHU.

[Tone3Ho (ecau 3TO BO3MOXKHO) pelarh 3ajjadyy HECKOJIbKUMHU CIIoco0aMu U CpaBHUBAThH IO-
Jy4eHHBIE pe3yabTaThl. Perienue 3a1au onpeaeaéHHOro TUIa HYKHO MPOAOIDKATh 10 MPUOOpEeTeHHS
TBEP/IbIX HABBIKOB B UX PEIICHUU.

CamocrosTenbHas paboTa CTY/IEHTOB 10 MPEAMETY OpraHU3yeTCs B CIEAYIONMX hopMax:

1) camocTosITeNIbHOE N3yUYE€HUE OCHOBHOTO TEOPETUYECKOTO MaTepuaa, 03HaKOMJIEHHE C JI0-
IIOJIHUTEIILHON JIuTeparypoii, IHTepHeT-pecypcamu;

2) peuieHue Npo¢peCcCUOHANBHBIX 3a/1ad U3 peajbHON MpeIMeTHONW 001acTH.

B kadecTtBe y4eOHO-METOMUYECKOTO O0SCIICUEHHUSI CAaMOCTOSTETbHOM PabOThl UCTIOIB3YeTCS
OCHOBHas M JOTIOJIHUTENBHASA JINTEPATypa o mpeameTy, MHTepHeT-pecypcesl, MaTepua JIEKIUi, yKa-
3aHUs, BBIAHHBIC IPENIOAaBaTeNIeM P MPOBEACHUH MPAKTHUECKUX PaloT.



[ToaroToBKa K 3aueTy CIIOCOOCTBYET 3aKPETUICHUIO, YIITyOICHUIO U CUCTEMATU3AIlNH 3HAHHIA,
MOJTy4aeMbIX B mporiecce 00ydeHus. [0TOBACH K 3a4eTy, CTYACHT JIMKBUAUPYET UMEIOLIUECS TPOOEIIbI
B 3HAHMSIX, YIOPSJIOUMBAET CBOM 3HaHMs. Ha 3aueTe CTYIEHT AEMOHCTpUPYET KaK TEOPETUUYECKUE
3HaHUsA, TPUOOpETEHHBIE B IIpoliecce O0YUYEeHHUs 110 TaHHOM y4eOHOM TUCIUIUINHE, TaK U HABBIKH UX
IIPAKTHUYECKOT0 UCII0JIb30BAaHUS IIPU PELLICHUU 3aad.

Heo0xomumo opueHTHPOBaTh CTYACHTOB Ha CUCTEMAaTUYeCKyI0 OATOTOBKY K 3aHSATHUSIM B Te-
YEeHHE CEMECTPA, NOCKOJIbKY 3TO IT03BOJIUT OCBOMTH OCHOBBI M3Y4aeMOM JUCLUILINHBL, a BPEMs K-
3aMEHaIllMOHHON CeCCUU MOXKHO OYJIET MCIIOIB30BATh JIJIsl CUCTEMATHU3alMH YK€ UMEIOIINXCS 3HAHUH.

7. OnleHOYHbIE CPeACTBA

7.1. [IacopT OLEHOYHBIX CPEACTB

Cemectp | Kox koHTposmpye- HanmenoBanue
MO KOMIIEeTeHIIUH OIIEHOYHOTO CpeIcTBA
(wm ee yacTm)

TecToBBI BOIIPOCHI
OIIK-3; OIIK-5 | Bonpocsl Kk 3K3aMEHY.
OTueTsl 110 NpakTUYecKuM paboram 1-7

7.2. Tunosnie 3a/laHUA WIN UHBIC MaTepHuaJbl, H606XOJII/IMI>IC AJIA TEKYHIEro KOHTPOJIsA

OT14yeThl 0 MPAKTHYECKHM DaﬁDTaM
(HauMeHO8aHUe OYEeHOUHO20 CPeOCmEa)

Tunoseie npuMepsI 3aJaHUH

IIpakTnyeckas padora Nel. Pa3pa0dorka BeO-npuiIoKeHHs ¢ PyHKIUEH PeJaKTHPOBAHUA
3aMeTOK M ol0ecmeueHue 0a30B0i 0€30IaCHOCTH

ean padoThl: OCBOUTH METO/BI O€30MaCHON pa3pabOTKH BEO-MPUIIOKEHUN HAa IPUMEpE CO3/a-
HUS (QyHKIIMOHANA peJaKTUPOBAHNUS 3aMETOK, BKIIFOUasi IpUMEHEHHE 0€30MacHbIX MPAKTUK KOAU-
poBaHusl, IpeaoTBpalieHne TUoBbIX ya3Bumocrten (SQL-unbexkuun, CSRF, IDOR) u ucnonb3o-
BaHHE COBPEMEHHBIX MHCTPYMEHTOB aHa/INM3a 0€30MacHOCTH.

1. 3apanme:
Pazpabotats BeO-npusoxenue Ha Python ¢ nucnosns3oanuem Flask u SQLAlchemy, pe-
amm3yroniee CRUD-onepanmu fiist ynpaBieHUs 3aMeTKaMH.
ObecneunTs:
ucnons3oBanue ORM (3amper Ha KoHKaTeHAUIO SQL-CTpoK);
samuty ot CSRF uepes Flask-WTF,;
nMuTanuio 3amuTel oT IDOR ¢ mpoBepkoil mpaB Ha OCHOBE CECCUU;
BaJIM/IALIMIO U CAHUTHU3ALMIO BBOJIA;
Hanuyre MUHUMYM 1ByX HTML-1mrabnonoB (rmaBHas ctpanuia u ¢gopma peaaKTHpoBa-
HUs).
®opma oryera:
Wcxonnblii Ko MPUIIOKEHUS (CTPYKTYypa Marnok, (aiiel app.py, madnonsl). CKpUHIIOTH paboTa-
IOLIEeTO MpHUJIokKeHus (TNaBHas cTpaHuna, popma pemakrupoBanus). Kparkuii otuér (1 ctp.) ¢
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OIMUCAHUCM APXUTCKTYPHLI, ICPCUYHCM HpI/IMeHéHHBIX MCp 6630HaCHOCTI/I, IOACHCHHUEM 3alllUTHI OT

CSRF u IDOR.

IIpakTnyeckas padora Ne2. CtarnyecKnii aHAIU3 KOAa H YCTPAHEHHe YA3BHUMOCTeNH

Ienb padoTbl: HAYYUTHCS UCIIOIB30BaTh MHCTPYMEHTHI cTaTndecKoro ananu3sa koja (SAST) nos
BBISIBJICHUS TOTCHIMAIBHBIX YA3BUMOCTEH Ha 3Tamne pa3pabOTKU M YCTPaHATh HalJAEHHBIE IPO-
OJIeMBI.

3aganmue:
Ha ocnoge npunoxenusi, co3ganaoro B [1P Nel:
1. TlpoBectu craTHyeckuii aHaiu3 ¢ momouipo Bandit.
2. TlpoananusupoBaTh OTYET, BBIABUTH YSI3BUMOCTH (Hampumep, hardcoded secrets, debug
mode).
YCTpaHuTh yA3BUMOCTHU:
BBIHECTH CEKPETHBIC JJAHHBIC B IEPEMCHHBIC OKpYXeHus (depe3 python-dotenv);
OTKJIFOUUTH PEKUM OTHaIKH It production;
WCIPABUThH MIPOYUE HAMIECHHBIEC TPOOIEMBI.
[ToBTOPHO BBHIIOTHUTH aHATU3 U TIOATBEPIUTH YCTPAHEHHUE.

:h..O'OO

®opma oryera:
Komanner 3amycka Bandit, CKpuHIIOTEI OTUETOB 0 M MTOCIIE UCITPABIICHUN.
@parMeHThl Kozia 10 U N0CIIE UCIIPABICHUMN.
Kparkoe onncanue kaxaon UCIPaBICHHON YSI3BUMOCTH.

IIpakTnueckas padora Ned. lnnamunueckoe tecrupopanue (DAST) u 3amura or OWASP

Leanb paGoThl: OCBOMTH METOJbI JUHAMUYECKOTO TECTHPOBAHHUs 0E30MACHOCTH BEO-TIPHIIONKE-
HUM, HayYUThCS 3aLUIIATH TPUIOKEHNE OT paCIPOCTPAHEHHBIX yA3BUMOCTEN (OTCYTCTBHUE 3ar0-
noBkoB O6e3omacHoctd, CSRF).

3aganue:
Ha ocnose npunoxenust u3 [TP No2:
1. TIpoBectu akTHBHOE CKaHMpoBaHuE ¢ moMorisio OWASP ZAP.
2. TlpoanamusupoBath 0T4ET ZAP, BEIIBUTH OCHOBHBIC YSI3BUMOCTH (HAIPUMEP, OTCYT-
creue CSP, X-Frame-Options, ya3BumocTs k CSRF).
PeanuzoBars 3ammry:
e no6aButh middleware muist ycranoBku HTTP-3aronoskoB 6e3omacuoctu (CSP, HSTS,
X-Frame-Options, X-Content-Type-Options);
e peanusoBarh noaHorneHHY0 3amuTy oT CSRF (Flask-WTF, ecu e 6bu10 B ITP Nel);
CKPBITh HH(pOpMAIIUIO 0 cepBepe (3amyck yepe3 Gunicorn ¢ KACTOMHBIM Server name).
4. TloBTOpPHO IPOCKAHHWPOBATH U MOJTBEPIUTH YCTPAHEHHUE YSI3BUMOCTEH.

dopma oryera:
1. CxpuHIIOTH HACTPOWKH M 3amlycKa CKaHupoBaHus B ZAP.
2. Otuétel ZAP 1o u mocne ucnpaBieHUi.
3. KOI[ PCATN30BAHHBIX 3AlIUTHBIX MCXaHHU3MOB.
4. Kparkoe onucaHue KakJ1I0i UCIIPABICHHON YSI3BUMOCTH.



IIpakTnyeckas padora Ned. 3ammra or SQL-MHbeKIMi M TeCTHPOBaHHE C NOMOIIBIO

ean pa6oThl: yrmyOuTh noHMMaHuE MexaHu3Ma SQL-UHBEKINI, HAydUThCS 3alUIIaTh IPHIIO-
YKEHUE C TTOMOIIBI0 MapaMeTPU30BAHHBIX 3alIPOCOB M TECTUPOBATH €0 YCTOMYMBOCTH C MOMO-
IIbIO CHEIHATM3UPOBAHHBIX HHCTPYMEHTOB.

3aganue:
Jononaute npunoxenue u3 1P Ne3 ¢yHkimonanom ayreHTH(GUKAIUU (pEeTUCTpaIys, JIOTHH),
HCIIONB3Yysl HAMEPEHHO ys3BUMbIe SQL-3ampockl ¢ KOHKaTeHanuen cTpok (depes sqlite3).
1. TIposectu pyunoe tectupoBanue SQL-unbekiuii (06xox ayrentuduxanun, UNION-
aTtaka, time-based) U COCTaBUTh YEK-JIUCT.
2. Tlpomectu TectupoBanue ¢ momomso SQLMap 1uist ya3BUMON BEPCHH.
3. Ilepenucarh ysi3BUMBIE 3aIIPOCHI C UCIIOIB30BAaHUEM MapaMETPU30BAHHBIX 3aIIPOCOB
SQLAIchemy ORM.
4. TloBTOpHO MPOTECTHPOBATH € MoMolbl0 SQLMap, yoeauTbes B OTCYTCTBUU YSI3BUMO-
CTEH.

®opma oryera:

CxpuHoTsl yenemHbix SQL-uHbeKIui (10 ucpaBIeHus).
Yek-nucT TectupoBanms ¢ payloads.

Komanzpl u pesynsrarel SQLMap 110 1 ocie ucnpaBlieHusl.
Kox ya3BuMoro u 6€30macHOro BapraHTa.

Onucanue npuHIMNa paboThl TapaMeTPU30BaHHBIX 3APOCOB.

IIpakTnueckas padora NeS. Obecnneuenue 6esonacHoctTu 6a3pl JaHHbIX PostgreSQL

Hean padoThl: HAyYuTHhCST HacTpauBaTh KoMmIuleKkcHYI0 Oe3omnacHocTh CYBJ] PostgreSQL nHa
YPOBHE CETH, ayTeHTH(PHUKAINH, aBTOPU3ALUU U MU(POBAHUS.

3aganue:

1. Hacrpouts mpaBa noctyna uepe3 pg_hba.conf: paspemmths NoaKIIOUEHUS TOJBKO C
127.0.0.1 u ogHoro nosepenHoro IP.

2. PeamuzoBars mmdposanue: creHepupoBatb SSL-ceprudukaret uepez OpenSSL, HacTpo-
uth postgresql.conf ans o6s3aTenbHOrO UcTONB30BaHks SSL.

3. CozmaTth TMOJIB30BaTeNsl NPWIOKEHUAS C MHUHUMAJIbHBIMH TPUBWICTHSIMA (TOJBHKO
SELECT, INSERT), oro3Bars npaBa y PUBLIC.

4. Hacrtpouts Opanamaysp OC aiis paspenienus noaxiaoueHuit k nopty PostgreSQL Tonbko
¢ nosepeHHoro [P.

®opma oryera:

@®parmeHTsl KOH(GUTypallMOHHBIX ¢aitnoB (pg_hba.conf, postgresql.conf) ¢ koMMeHTapusmu.
Koman bl renepanuu cepTu(uKaToB U HACTPOMKH MOJIb30BATES.

[IpaBuna 6panamayspa (Windows Firewall / pfctl).

Pe3ynbTarhl TECTOB: YCHENIHOE MOKIII0UYEHHE ¢ pa3zpetiéHHoro IP, 01okupoBka ¢ 3anperiéHHoro.

IIpakTnyeckas padora Ne6. Pazpadorka miiana 6ezonacHoctu u DevSecOps-unrerpanus



Leanb paGoThi: HAYYUTHCS CUCTEMHO IMOIXOIUTh K 00eCreueHHI0 0€30IacCHOCTH MPHIIOKCHUS,
pa3paboTarh KOMIUIEKCHBIHN IJIaH 0€301IaCHOCTH U MHTETPUPOBATh IMPOBEPKU B MPOLIECC pa3pa-
6otku (DevSecOps).

3aganue:

1. Pazpabotats muan 6e3omacHoCTH i puioxenus u3 [1P Ne4 ¢ yuérom nactpoek u3 [1P
Ne5, BKITFOUAIOITUH:

e 1enu 1 TpeOoBaHUs 6€30MIACHOCTH;

® OIEHKY YIpo3 (Ha OCHOBE paHee MPOBEIEHHBIX TECTOB);

e [iepeueHb PEaTU30BAHHBIX MEp 3aLIUTHI;

e 1uIaH peryisipHoro tectupoBanus (SAST, DAST, nenrecTsr).

2. PeamuzoBare CI/CD pipeline (manpumep, uepe3 GitHub Actions), KOTopblii aBTOMaTH4e-
CKU:

e 3amyckaer Bandit npu kaxaom myiie;

e OQJIOKHpYET CIMUSHHUE KOJa MPU OOHAPYKEHUH KPUTUUECKUX ySI3BUMOCTEH.

®opma oryera:

JIOKyMEHT ¢ 11aHoM 0e30MacHOCTH (CTPYKTYPHUPOBAHHBIN ).

)

€xpuniotsl u3 uarepdeiica CI/CD, moka3piBarolue yCrenHblii 1 HEYCIEIIHbIH 3amycku (¢ 6110-
KUPOBKOM).

b

Kpakrunueckas padora Ne7. MOHUTOPMHI 0€30MACHOCTH M pearupoBaHMe HA WHUMJAEHTbI
0
H
Henb padoThl: HayuUTHCS HACTpauBaTh 0A30BYIO CUCTEMY MOHUTOpUHTA Oe3onacHocTH (SIEM-
noZ00HYI0) Ui cOOpa, aHaIM3a U pearupoBaHMs Ha COOBITHS O€30MaCHOCTH BEO-IPUIIOKEHHS U
Da3bl JaHHEBIX.
y
Bananmue:
a 3. Hacrpouts nentpanuzoBanHblii coop joros Flask u PostgreSQL B daiiinbl.
4. Hanwucarp Python-ckpunr-ananu3arop, KOTOpPbIN B peaJbHOM BpEMEHU (MJIU 10 PacIiu-
CaHMIO) CKaHUPYET JIOTH Ha MPEMET MOJO3PUTEIbHBIX COOBITHH.
5. PeanuzoBarh aBTOMAaTHYECKOE OMOBEILIEHUE (BBIBOJ B KOHCOJIb, 3aIIUCh B (haiisl TPEBOT,
oTmpaska email) npu oOHapyXEeHUN UHIUJCHTOB.
C 6. CdopmupoBarh eKeIHEBHBIN OTYET 0 0€30MACHOCTH (KOJIUIECTBO 3aIIPOCOB, MHITHICH-
I TOB, UX THIIBI).
/
®opma otuera:
Roundurypanun noruposanus (Flask, PostgreSQL).
VcxonHblii KoJl CKpUNTa-aHaIu3aTopa.
CKpHUHIIIOTHI KOHCOJIH C OTIOBEIICHHUSIMU.
Hpumeps! daiinos security alerts.log u daily security report.txt.
Kparkoe onrcanmne apXUTEKTypbl CHCTEMbl MOHUTOPHHTA.
i
0oumue TpedoBaHus K 0()OPMIICHUIO OTYETOB M0 NPAKTHYECKUM padoTam
u  OTuéT BBIMOMHAETCA B TEKCTOBOM penakrope, mpudt Times New Roman, 14 pt, mexctpou-
HbIIMAHTEpBa 1,5, mossg — 2 cm.
e OObéMm oTuéra — He MeHee 5 cTpanull (0e3 yuéra MpUIOKEHU ).

p
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Bce rpaduueckue marepuainsl (CXeMbl, JUArPAMMBI, CKPUHIIIOTHI) JOKHBI OBITh MTOIMTHACAHBI

N UMCTh CCBIIIKHU B TEKCTCE.

Koz ckpuntoB u koH(UTYpartMOHHBIE (hailsibl MOTYT OBITh BEIHECEHBI B TPUIIOKEHUSI.
Otuér cnaéres MpenoaaBarello B ANEKTPOHHOM BUJIE B YCTAHOBIICHHBIN CPOK.

Pacnpenesienune 6a,1710B 1o padboram:

[IpakTraeckas pabora Makc. 6amr
Nel. Pa3zpaboTka BeO-TIpHII0KEeHHSI ¢ 0a30BOI 6€30ITaCHOCTHIO 6

INe2. Crarnueckuii aHanu3 kozaa (SAST) 6

Ne3. lmramuueckoe tectupoBanue (DAST) u 3ammmra or OWASP Top 10 6

Ne4. 3amura ot SQL-unbekuui, rectupoBanue SQLMap 6

INe5. O6ecneuenue 6e3onacHocTy O0a3el JaHHBIX PostgreSQL 7

INe6. Pazpabotka muiana 6ezonacuoctu 1 DevSecOps-uHTerpanus 7

Ne7. MoHUTOpUHT 0€30MaCHOCTH M PearupoBaHUe Ha HHIHICHTHI 7

HToro 45

Kpurepun oneHkn oT4€TOB MO NPaKTHYeCKUM padoram (IPUMEHUTEIbHO K MAaKCUMaJbHOMY

6asty 3a padory):

'YpoBeHb

BBITIOJI- Banner Kpurepuu

HEHUS
PaGora BeIMONTHEHA B TIOTHOM 00BEME C COOII0ICHHEM HE00XO-
JUMOU TIOCTIEIOBATEILHOCTH ICHCTBUH; OTYET OPOPMIIEH aKKY-
patHo, 9€TKO, 6e3 OImMO0K; BEIBOJ MCUEPITHLIBAIONTNHN 1 T0Ka3a-

Brico- 100% ot makc. TensHBIA. [Ipu 3amuTe 0T4ETa CTYICHT OTBETHII HA BCE BOIIPOCH]

Kuii oasta (6 wm 7) 10 TeMe, XOPOIII0 OPUEHTUPYETCS B MaTepHalie, yMeeT onpere-
JIUTh B3aUMOCBSI3b (PAKTOPOB U MX BIIMSHHUE HA KOHCYHYIO IICJIb,
yMeeT rpadudecky 0TOOpa3uTh BaKHEUITHE (QYHKIIMOHATBHbBIC
3aBUCHMOCTH.

70-85% ot makc. .

PaGora BeINONTHEHA B TIOTHOM 00BEME C COOIIOICHHEM HE00XO-

Xopo- 6ayia (4-5 Gamna s . . oy

. JIIMO¥ MOCIIeIOBATENILHOCTH ACUCTBHIA; CTYICHT Oe3 OIUO0K
il pabor ¢ makc. 6; 5—-6

U1 paboT ¢ Makc. 7)

BBITTOJTHUII OT‘léT, BBIBOJ I/IC‘lepHLIBaIO].LII/Iﬁ. HpI/I 3alllUTe OTUYETA




YpoBeHb
BBITIOJN- Basnst Kputepun
HEHUS

XOpOIIO pa3dupaeTcs B MaTepuane, HO He YBEpEH W HETIOJHO OT-
BeyaeT Ha BOMPOCkl. CIIOCOOHOCTH K 0000IICHHUIO TIPUIHHHO-
CJICJICTBCHHBIX CBS3CH BaXXHEUITUX (DaKTOPOB BBIPAKEHA HEJO0-

CTaTOYHO.
VioBie 50-65% ot makc. Pabora BeINoOIHEHA HE MOJHOCTRIO, HO 00HEM BBITTOIHEHHOI Ya-
Tlfo n oania (3—4 danna as CTH TaKOB, YTO MO3BOJISCT MOJIYYHTh IPABUILHBIC PE3YJIBTATHI U
Temlz pabort ¢ Makc. 6; 3,5— BBIBOJIBI; BBHITIOJTHEHA C HECYIIECTBEHHBIMU 3aMEYaHUAMHU. BrI-
i 4,5 ms paboT ¢ Makc. BOJ 110 paboTe HE PacKpHIBAET CYyTH paboThl. Bnanenue mous-
7) TUHHBIM amapaToM TEMbI HEJIOCTATOYHO.
meHee 50% ot Mmakc. ..
Heyno- CTyJeHT BBINOJIHII paboTy HE MOTHOCTHIO, WA O0BEM BBITIOJ-
oana (1-2 6amma aus .
BJIETBO- a6oT ¢ Make. 6: 13 HEHHO# YacTu pabOThI HE MO3BOJISIET CACNATh MPABUIBHBIX BbI-
puTeIb- P ~ BOJIOB. B oTBeTax Ha Bompockl ecTh rpyoObie omubku. Het 3Ha-
. Oaima st paboT ¢ N
HbII HUS IPUHITUITHATBHBIX TEOPETUICCKHUX MOJIOKCHUN TEMBI.

Makc. 7)

OneHoyHbIE cpeacrea aJis HpOMe)ICYTO'lHOﬁ aTTeCTalluM 110 UTOraM OCBOCHHUA JUCHUIIJIHUHBI

TunoBblie NMPUMEPBI TECTOBLIX 3aJaHui

1. Kakas u3 nepe4Hc/IeHHbIX YA3BUMocTeil oTHOcuTcst k kateropun OWASP Top 10
«Hapymenue koutpoJs nocryna» (Broken Access Control)?
a) SQL-unbeKIms
0) IDOR (Insecure Direct Object References)
B) XSS
r) CSRF
2. Kakoii MHHCTPyMEeHT HCIIOJIb3YeTcs A/ CTATHYECKOI0 aHAIN3a 0e30IaCHOCTH Ko/ia
(SAST) na si3bike Python?
a) OWASP ZAP
0) Bandit
B) SQLMap
r) Wireshark
3. Urto Takoe CSRF-araka?
a) BHEJIpeHHE BPEJOHOCHOIO CKPUIITa B BEO-CTpaHUILY
0) BBINOJIHEHHEe HECAHKIIMOHMPOBAHHBIX /ICHCTBUI OT MMEeHM ayTeHTH(UIHMPOBAHHOIO MOJIb-
3oBaTeJIs
B) nepe0op maposeit
T') IepexBat CeTeBOro Tpadpuka
4. Kakoii meToa 3ammTsl Haubo1ee dPpdexTuBen nporus SQL-unbexknmii?
a) SKpaHUPOBAHUE KaBbIUEK BPYUHYIO
0) ucnoIb30BaHUE NapaMeTPU30BaHHBIX 3anpocoB / ORM
B) CKpbITHE OMNO0K B/
I') OrpaHUYEHUE JUTMHBI BBOJA
5. Uto o3nauaer a6opeBuarypa DAST?
a) Dynamic Application Security Testing
6) Data Analysis Security Tool



B) Distributed Application Security Testing
r) Design Analysis and Security Testing
6. Kakoii HTTP-3arosioBok 3anpeiaer 3arpy3ky crpanuibl Bo ¢peiime (3ammra ot
clickjacking)?
a) Content-Security-Policy
0) Strict-Transport-Security
B) X-Frame-Options
r) X-Content-Type-Options
7. Kakas aTaka Ha MOJIeJII MAIIMHHOTO 00y4YeHHsI 3aKJII0YAeTCsl B 100aBJIEHUH Bpe/I0-
HOCHBIX JAHHBIX B 00y4YaI0IYI0 BHIOOPKY?
a) araka yKJIOHEHus (evasion)
0) naBepcus moaenu (model inversion)
B) OTpaBJieHHe JaHHBIX (data poisoning)
T') aTaka C moJ00pOM BBIXOJHBIX JaHHBIX (membership inference)
8. [Jist yero ucmosb3yercsi HHCTpyMeHT SQLMap?
a) JUIsl CTATUYECKOro aHaIM3a KoJia
0) 1JI1 AaBTOMATHYECKOT0 00HApPY:KeHUuA U dKciayatauuu SQL-unbekumii
B) JJIsl AMHAMUYECKOTO TECTUPOBAHUS BEO-TIPUIIOKEHUI
T') JUIsl MOHUTOPUHTA CETEBOTO Tpaduka
9. Yro Takoe nudpdepenuuansuas npuBatnocts (differential privacy)?
a) MeToJI MM(PPOBAHUS JAHHBIX
0) MeTo/1 3aIMTHI IPUBATHOCTH NMPHU aAHAJIN3€E JAHHBIX, 100aBJIAIOIIMI LIYyM B pe3y/bTaThl 3a-
NpocoB
B) crioco0 ayTeHTU(UKAINK
T') IPOTOKOJI OE30TaCHOM Mepeaun JaHHBIX
10. Kaxkoii HHCTPYMEHT HCIOJb3YeTCsl AJs TMHAMHY€eCKOIro TeCTUPOBaHuUs 0€301acHo-
ctu BeO-npuiioxennii (DAST)?
a) Bandit
0) OWASP ZAP
B) Git
r) Docker
11. Yro u3 nmepeunciIeHHOr0 ABJsIeTCS Jyqlleii NPAKTHUKOI XpaHeHUs ceKpeToB (apo-
Jei, kiaoueii API) B koge?
a) XpaHUTh B KOMMEHTapUIX
0) XpaHUTh B OT/IENILHOM (aiisie, 100aBJICHHOM B PETIO3UTOPUI
B) XPAaHUTh B NNePeMEHHBIX OKPYKeHHS UM B MeHe/IKepe CEKPeTOB
T') XpaHUTh B UMEHH ITIEPEMCHHON
12. Kakas aTaka Ha Mo/eJId MAIIIMHHOTO 00y4YeHUsI HANMPABJIeHA HA NoJy4eHue uHdop-
MauuM 00 o0y4yaruux JaHHbIX Yepe3 aHAJIU3 BBIX0A0B MOJeau?
a) OTpaBlieHUE TAHHBIX
0) aTaka yKJIOHEHHS
B) HHBepcus Mmoaean (model inversion)
T) aTaka «OTKa3 B 00CIyKUBaHUI
13. Kakoii 3aronoBok HT TP obecneunBaer 3ammty ot MIME-cHudunra?
a) X-Frame-Options
0) Strict-Transport-Security
B) X-Content-Type-Options: nosniff
r) Content-Security-Policy
14. Yrto Takoe DevSecOps?
a) 3aMEeHa PyYHOTO TeCTUPOBAHUS aBTOMATU3UPOBAHHBIM
0) MHTerpanusi NPakTUK 06e30MacHOCTH Ha Beex ITanax DevOps-nukiia



B) BbIIeJICHHE OE€30MIaCHOCTH B OTJCIIbHYIO KOMaHy
') OTKa3 OT CTaTUYECKOro aHaIKM3a Koja
15. Kakoii meToa 3amuthl oT CSRF-arak siBisiercss HanboJiee paclipocTpaHEHHBIM B
BeO-NIPUIIOKEHUAX?
a) mpoBepka Referer-3aromnoska
0) ucnosnr3zoanue CSRF-TokeHoB
B) orpanuyenue no IP-agpecy
I') KamJa
16. Yto u3 nepeunciaennoro HE siBasiercs ysizBumoctsio OWASP Top 10?
a) SQL-unbekums
0) MexcaiToBbIil ckpunTuHr (XSS)
B) Hcnosb3oBanne ORM
') HEJJOCTaTOYHOE JIOTUPOBAHNE U MOHUTOPUHT
17. Kakas aTaka 3aK/04aercs B 1o100pe BXOJIHBIX JaHHBIX, 32CTABJISIOIINX MO/1eb
HNU omudaThes (Hanmpumep, 100aBJjieHUEe HEBUAUMOIO IIyMa K U300pakeHn10)?
a) OTpaBlieHUE JTAHHBIX
0) aTaka ykjioHeHus (evasion attack)
B) HHBEPCHUS MOJIEIH
r) aTtaka nepebopa
18. Kakoii n3 nepevyucjeHHbIX HHCTPYMEHTOB HCIOJIb3YyeTCsl 115 MOHUTOPUHIA U aHA-
Jin3a ceTeBoro rpapuxa?
a) Bandit
06) OWASP ZAP
B) Wireshark
r) SQLMap
19. Yro Takoe HSTS (HTTP Strict Transport Security)?
a) MeXaHu3M, NPUHYAUTEeIbHO ucnob3yommiit HTTPS nis Bcex coennnenunii ¢ caiitom
0) MeToJ1 3aUThl OT XSS
B) POTOKOJ O0e30macHON ayTeHTU(UKALIUN
r) crioco0 mugpoBaHus cookies
20. Kakoii ”HCTPYMEHT aBTOMATU3ALHH MOKET HCIOJb30BATHCS /ISl BCTPAMBaAHUS
nposepok oezonacHoctu (SAST) B CI/CD-naiinuain?
a) OWASP ZAP
0) GitHub Actions (coBmecTHO ¢ Bandit)
B) SQLMap
r) Wireshark

Kpurtepun oneHkn 3a NpoicHHbBIN TECT:

e 100 GannoB BeIcTaBIsieTCs 00y4arOIEMyCs, €CIM OH OTBETHUJI IIPABHJILHO Ha BCE BOIPOCHI
paHI0oMHOM BEIOOPKH 30 TECTOBBIX 3a/IaHU;

e (0-99 6amnoB BeIcTaBIAETCS 00YYAIONMIEMYCS] B 3aBUCUMOCTH OT KOJIMYECTBA BEPHBIX OTBETOB
Ha BOIPOCHI paH0MHOI BbIOOPKH 30 TECTOBBIX 3aJaHHA.

7.3.2. Ilpumep 3ananus KKP

KommniekcHast KOHTpoJibHasi padoTa no gucuuiinue «Odecnedenne 6e30MaCHOCTH NPH pa3pa-
00TKe MPOrpaMMHOro odecrneyeHus»

Less padoThl: CCTEMaTU3UPOBATh U 3aKPEMUTh 3HAHUS, yMEHUS U HABBIKU B 00J1aCTH 00ecrieueHus
0e30MmacHOCTH MpU pa3paboTKe MPOrpaMMHOTO 00ecredyeHHus, MOTYYCHHbIE B XOJI€ BBIIOJHEHUS



NPaKTUYECKUX paboT, a TaKKe MPOJIEMOHCTPUPOBATH CIOCOOHOCTH CAMOCTOSITETFHO aHATH3UPOBATh
YSI3BUMOCTH U Pa3pabaThIBaTh MEPhI 3aLIUTHI I BEO-TIPHIIOKEHHS.

3amaun:

1. TIpoananu3upoBaTh MPEJOCTABICHHBIN (PparMeHT K02 BEO-IPIIIOKCHHS HA HATMYUE TUTTOBBIX
ys3BuMocTelt (SQL-unabekunn, orcyrcrBue CSRF-3amuTel, HemocTaTouHas BaJlMIaiusi BBOJa U
Ap.).

2. Ilpeanoxuth 1 000CHOBATH KOMIUIEKC MEp IO YCTPAHEHUIO BBISIBJICHHBIX YSI3BUMOCTEH C yU€TOM
COBPEMEHHBIX IMPAKTUK 0e30macHoi pa3paborku (ucmoib3oBanne ORM/mapameTpru30BaHHBIX
3anpocoB, CSRF-TokeHbl, BaIMIalivsi 1 CAHUTH3AIUS JJTAHHBIX ).

3. Pa3pabotarh muan 6€301acHOCTH IS IPHIIOKEHUS, BKIIIOUAIOIINK HACTPOKy 3ammTHbix HTTP-
3arosioBkoB (CSP, HSTS, X-Frame-Options), ctatndeckuii ananu3 kojaa (SAST) u qunamuye-
ckoe tectupoBanue (DAST).

4. CocraButh koH(purypamnuto CI/CD-naiirnaitna (manpumep, GitHub Actions), aBromatusupyo-
mrero 3amyck SAST-uncrpymenTa (Bandit) u 61okupyromero ciusHie Koja mpu o0HapyKEeHUH
KPUTHYECKUX ySA3BUMOCTEH.

5. OdopmuTh OTUET, CONIEPIKAIIII OMMCAHNE BBISBIICHHBIX ITPOOJIEM, MPEJIOKEHHBIC UCTIPABIICHUS
(c dbparmenTamu kKojaa o/mocne), mian 6e3omnacHoctu, koHpurypauuto CI/CD u BBIBOABL.

X0 BBINOJTHEHUS

1. Ananu3 ysizBuMocTeil. BHuMaTenbHO H3y4uTh MPEIOCTABIEHHBIN IpenojaBaTesieM
dparmenT kona BeO-npunoxxenus (Flask + SQLite/PostgreSQL). BeisiButh HEe MeHee TpEX pasznuy-
HBIX THUIOB Yys3BUMOcTeH (Hampumep, SQL-uHBEKIUS H3-3a KOHKATEHALlUW CTPOK, OTCYTCTBUE
CSRF-3amuTel, HetocTaTOYHAs BAJIMAALIUS 110JIb30BAaTENILCKOTO BBOJIA, XPAaHEHHE CEKPETOB B KOJIE U
T.IL.).

2.  Pazpaborka Mep 3amuThl. J[J151 Kax/1011 BBISIBIEHHON YS3BUMOCTHU MPEATIOKUTH CLIOCOO
YCTPAaHEHHUS:

e Tepexo/] Ha apamMeTpu30BaHHbIe 3anpockl / ORM;

e sHenpenue CSRF-3amute! (Flask-WTF);

® BEIHOC CEKPETOB B TIEPEMEHHBIE OKPY)KEHUS;

e n00aBlIeHNE BAJHIAIIMH U CAHUTU3AIMH BBOJIA;

e HacTpoiiky 3amutHeix HTTP-3aromoskoB (CSP, HSTS, X-Frame-Options, X-Con-
tent-Type-Options).

3.  Ilnau 6e3omacHocTr. COCTaBUTh JOKYMEHT, BKITFOYAFOIIIHIA:

® TIepEUCHb PEATN30BAHHBIX MEP 3aIUTEHI;

® OIMCAHUE MPOIEIYP PETYIISIPHOTO TECTUPOBAHMUS (CTATHYECKUil aHamu3 Koga — Bandit,
nuHammudeckoe tectupoBanue — OWASP ZAP);

® IUIAH pearpoBaHMs Ha UHIUACHTH! (MOHUTOPHUHT JIOTOB, OTIOBEIIICHNUE).

4.  CIl/CD-unrerpauus. Hanucate xonurypannonnsiii ¢aitn ms GitHub Actions (wmu
npyroro CI/CD-uHcTpyMeHTa), KOTOPBIN:

e 1pu kaxjoM push / pull request 3anmyckaer Bandit 1ig ctaTideckoro aHanumsa;
e B cilyuae OOHapYKCHHUS YSI3BUMOCTEH C BEICOKUM HITM KPUTHYIECKUM YPOBHEM CEPhE3HO-
CTH OJIOKHpYET clusiHue (merge) Koja.



5. Odopmaenne oruéra. [ToagroroBuTh OTYET B TEKCTOBOM peaakTope (mpudt Times New

Roman, 14 pt, MmexcTpounslii uHTepBat 1,5, oy 2 cm). OTUET AOIKEH COIePKATh:

® TUTYJIbHBIN JIUCT;

® LCXOJIHBIN aHATU3UPYEMbIH (hparMeHT Ko/1a (MK CChUIKY Ha HEro);

e Ta0JIUIly BBIABICHHBIX YS3BUMOCTEH C yKa3aHUEM THIIA, MECTOIOJIOKEHUS U TOTEHIIH-
ATLHBIX MOCJICACTBUM;

e (pparMeHTHI KOJ1a 0 U MOCJIE UCIIPABIICHUS U1 KXKIOU ySI3BUMOCTH;

e yaH 0e30MacHOCTH (CTPYKTYPUPOBAHHBIN JOKYMEHT);

e koHburyparuto CI/CD-maitmiaiina ¢ KOMMEHTapUsSIMH;

® BBIBOJIBI 10 paboTe (JOCTUTHYTHIE PE3YNIbTaThl, KAKUE MEphl OKa3aluch Hanbosee 3G dek-
TUBHBIMH ).

OT14éT no padoTe NpeaCTABUTH B 3JIEKTPOHHOM BuU/e B (popmate .docx.

IIpouexypa oueHuBaHUuA

OI_IeHKa BBITTOJTHEHHOM pa6OTLI IMPOBOAUTCS 110 KPUTCPUSAM:

1.

Hanuuymne Bceil cymecTBeHHOH MHopManuu mo padore — MojHOTA aHAIU3a YSI3BUMOCTEM,
MOJIHOTA MPEATI0KEHHBIX MEP 3aIHTHI.

TOYHOCTH M TMOJIHOTA NMPEIOCTABJIAEMBIX CBeIeHMH — KOPPEKTHOCTh BBISBJICHUS YSI3BUMO-
CTeil, MPaBUIBLHOCTH BBIOOpA CIIOCOOOB UX YCTPAHEHUSI.

HenpoTuBopeyuBocTh NPUBOAUMON HH(POPMALIMHU — JIOTHUECKAs CBSI3b MEXK/TY BBISIBICHHBIMU
npoOiieMaMu U MPEVI0KEHHBIMHU PEIICHUSIMH.

IIpaBUIbLHOCTH MHTEPNPETAIUI U BHIBOJIOB, KOTOPbIE C/IeJIaHbI M0 pe3yJbTaTaM padoThl —
000CHOBaHHOCTH BBIBOJIOB, TOHMMAaHUE TIOCTEACTBUN KaXKJOU YSI3BUMOCTH.

CreneHb JOCTHKEHHS CTYI€HTOM MOCTABJIEHHOI 11eJIM — ITOJTHOTA BHITIOJTHEHHUS BCEX MMYHKTOB
3a/1aHMUSL.

OO00CHOBAHHOCTH MPUMEHSIEMOIr0 pelleHHus — apryMEHTalusl BHIOOpa KOHKPETHBIX WHCTPY-
MEHTOB U METO/IOB 3aIlIUTHI.

I'pamoTHOCTB (comep:kaTebHAasl) HCMOJAb3yeMbIX (POPMYJIUPOBOK — KOPPEKTHOE UCIIONIH30-
BaHUE NMPOo(eCCUOHATHEHON TEPMUHOIOTHH.

Kpurepun oneHKkH KypcoBoil KOHTPOJIbHON PadoThl (MaKCHMAIbHBIN 0a/1 — 15)

YpoBeHb banmnst Kputepun

Brico-
KUK

PabGoTa BbINOJIHEHA B MIOJHOM 00bEME ¢ COOJIIOIEHHEM HEOOXOMMOM I10CIIeI0Ba-
TEJIBHOCTU JICHCTBU; BBISBICHBI BCE CYIIECCTBEHHBIC YSI3BUMOCTH (HE MEHee
TpEX), MPEUIOKEHBI KOPPEKTHBIE M OOOCHOBAaHHBIE CIIOCOOBI MX YCTPAaHEHUS;
IIaH 0e30MacHOCTH CTPYKTYPUPOBaH, COIACPXKUT BCE HEOOXOMUMBIC pPa3/Ieiibl;
13-15 CI/CD-xoudurypanust padOTOCIIOCOOHA M COOTBETCTBYET 3aJIaHUIO; OTYET
odopMIIeH aKKypaTHO, YETKO, 0€3 OIMOOK; BHIBOIBI UCUEPITBLIBAIOIINEC U JI0KA3a-
tenbHble. [Ipu 3amuTe 0TY€Ta CTYACHT OTBETHII HA BCE BOITPOCHI 110 TEME, XOPOIIIO
OpPUEHTUPYETCSI B MarepHaie, yMeeT ONpPEeelUTh B3aMMOCBsI3b (DAKTOPOB U UX
BIIMSIHHE HA KOHEUHYIO 1ETIb.




YpoBeHb banns Kpurepun
Pabora BeImTONTHEHA B TOTHOM 00BEME C COOMIOIEHIEM HEOOXOAMMOIl TTOCIIe10Ba
TEJIBHOCTH JCHCTBHIA; CTYJICHT BBISIBUJI OCHOBHBIC YI3BUMOCTH U TIPEIIOKII CIIO-
cOOBI MX YCTPaHEHUs, HO JIOMYIICHB HE3HAYUTEIbHBIC HETOUHOCTH (HAIpUMeEp,
X HE TIOJTHOCTBIO YYTEHBI BCE BOZMOYKHBIE BEKTOPHI arak, win B CI/CD-kordurypa-
opo- 10-12 MU OTCYTCTBYET OJIOKUPOBKA MPU KPUTHUECKHUX YSI3BUMOCTSX). OTUYET BBIMIOTHEH
B 0e3 CyIIeCTBEHHBIX OITUOOK, BEIBOJBI B IIEJIOM BepHEI. [Ipu 3amuTe oTuéTa CTY-
JISHT XOpOIII0 pa30upaeTcs B Marepralie, HO He YBepEeH U HETOIHO OTBEYAeT Ha)
Bompochl. CITocOOHOCTh K 000OIICHUIO MPUIMHHO-CIICICTBEHHBIX CBSI3EH BBIpa-
JKE€Ha HEJ0CTaTOYHO.
Pabota BBITTONTHEHA HE MOTHOCTHIO (HAIIPUMED, BBISIBIEHO MEHEE TPEX ySI3BUMO-
Y CTefI, W MPEAJIOKCHBI HE BCC HCO6XOI[I/IMI>IC MCEPHBI 3allIUTEI, UJIN OTCYTCTBYCT]
J1oBIe- 79 OITMH U3 pa3/ielioB IUIaHa 0E30MaCHOCTH), HO 0OBEM BBHITIOIIHEHHOW YaCTH TI03BO-
reopu- h JISIET TIOMYYUTh IPAaBUIIBHBIE PE3YIIBTATHI U BRIBOBI 110 OTAENBbHBIM actiekTaM. Ot
TEALHBIN 4€T BBIIOJIHEH C HECYIIECCTBCHHBIMU 3aMCUAHUSIMMU. BIJIBOIH)I HEC IMOJIHOCTBIO pac-
KPBIBAIOT CYTh pabOoThl. BriasieHne NOHATHIHBIM aInapaToM TeMbl HEJOCTAaTOYHO,
H CTyaeHT BBIIOIHWI Pa0dOTy HE MOTHOCTHIO, MM 00BbEM BBITIOJIHEHHON YacTH HE
eyno- IMMO3BOJIACT CACIaTh MMPaBUJIbHBIX BBIBOJOB. VYA3BUMOCTH BBISIBIIEHBI HEBCPHO WJIH
pIACTBO- 0-6 HE BBISBIECHBI BoBce. lIpemoxxeHHbIe MEpHI 3alUThl HEKOPPEKTHBI WIIA OTCYT-
pHT.,eHb- CTBYIOT. B oTBeTax Ha BOMpOCH! ecTh rpyObie ommOKku. HeT 3HaHMS MPUHIINATIN-A
HbH AJIbHBIX TCOPCTUUCCKUX MOJIOXKEHUM TEMBI.

7.3.3. Bonipochbl K IpoMeKyTOYHOM aTTecTaluu (IK3aMeHY)

1. Yto Takoe obecrnedueHre 0€30MacHOCTH MpU pa3zpaboTke mporpamMmHoro odecrneuenus? [Touemy
3TO Ba)KHO?

LCoNoO AWM

10.
11.

Kaxune ocHOBHBIE yIpo3bl 6€30MaCHOCTH CYIIECTBYIOT TIpH pazpadoTke [107?

Kakue stansl pa3pabotku [10 TpebyroT oco6oro BHUMaHUs K 0€30MacHOCTH?

Yro Takoe ySI3BUMOCTH B IporpaMMHOM obecrieuernn? [IpuBennTe npumepsl.

Kakue MeToapl 1 MHCTPYMEHTBI UCTIONIBb3YIOTCA [U1s BRIABICHUS ysa3BUMocTel B [10?

Urto Takoe DevSecOps? Kak 3ToT moaxon Biusietr Ha 6e3omacHoCTh [107?

Kakue crangapTsl 6€30MacHOCTH CyIIecTBYIOT A pazpadotku [10? IIpusenure npumepsl.
UYro Takoe «Oe3onacHbli Koa»? Kakue mpakTHKU MOMOTaloT Mucarh 0e30MacHbIi kon?

Kak oGecneunBaeTcsi 6€30MacHOCTh B IpOIECCE HENPEpPhIBHON WHTETpalldd U JTOCTaBKH

Uro Takoe «be3omacHoe mporpaMmmupoBanue»? Kakue mpuHIUIIBL JIeKaT B €T0 OCHOBE?
Kakue mpoTokonbl 6€30MacHOCTH HCTIONB3YIOTCS ISl 3alIMTHl TAHHBIX TPH TIEepeade 1o

cetu?

12.
13.
14.
15.
16.
17.

Urto takoe SSL/TLS? Kak onu padotarot?

Kakue ¢pyHKIIUN BBHITOTHSAIOT MEKCETEBbIE SKpaHbl B 00ecrieyeHnH 6e30macHOCTH?

Kaxkne Tunel MexceTeBbIX SKpaHOB CcylmiecTBYrOT? [IpuBeauTe npumepsl.

Kak HacTpauBaroTcs paBuja MEKCETEBBIX IKPAHOB JJIsl 3ALUTHI CETH?

Urto takoe VPN? Kak on obGecrieunBaeT 6€30MacHOCTh Mepeaadn JaHHBIX?

Kakue MHCTpYMEHTBI HCTIONB3YIOTCS IS MOHUTOPHHTA CETEBOTo Tpaduka M BBISIBICHUS aHO-

Maun?

18.
19.

Uro Takoe IDS u IPS? B uem ux paznuuus?
Kak nporokosbl 6€30macHOCTH U MEKCETEBbIE HKPaHbl B3aUMOJICHCTBYIOT AJIS 3alUTHI CETH?



20. Kakue Mepbl 06€30IaCHOCTH CIENyeT MPEANPUHATh MPH HACTPOWKE yNajJEHHOTO JOCTYyNa K
ceru?

21. Kakue yrpo3sl 6€30aCHOCTH CYHIECTBYIOT 1Jisi 6a3 JTaHHBIX?

22. Kakue mepbl 0€3011aCHOCTH CIIEIYET MPEANPHHATH P pa3padoTke 0a3 JaHHBIX ?

23. Uro takoe SQL-unbekuus? Kak e€ npenorBpaTuth?

24. Kaxue meTonbl ayTeHTU(UKALMK U aBTOPU3ALMU UCTIOIB3YIOTCS JIJIs 3aIIUThI 0a3 JTaHHBIX?
25. Yro Takoe mm¢ppoBaHue NaHHBIX B 0a3e gaHHbIX? Kakue aaroputMsl mudpoBaHUs UCTIONb-
3yroTcs?

26. Kak oOecnieunBaeTcs 1IeIOCTHOCTD JaHHBIX B 0a3e JaHHBIX?

27. Kakue MHCTpYMEHTHI UCIIONIb3YIOTCS 711 MOHUTOPUHTA 0€30MacHOCTH 06a3 TaHHBIX ?

28. Yro Takoe «Oe3omacHas pa3padboTka 6a3 maHHbIX»? Kakue npakTHKu 3TO BKIIOYaeT?

29. Kak oOecnieunBaeTcsi pe3epBHOE KOIMPOBAHHUE U BOCCTAHOBJICHHE 0a3 JaHHBIX?

30. Kakwue cranmaptsl 6€30MaCHOCTH CYHIECTBYIOT i 0a3 naHHbix? [IpuBeanTe mpumepsi.

31. Yto Takoe ckanupoBanue cetu? Kakue nenu oHo npecnenyer?

32. Kakue HHCTpYMEHTBI UCIIOJB3YIOTCS JUTsl CKaHupoBanus cetu? [IpuBeante mpumepsl.

33. Kak mpoBonuTcs CKaHUPOBAaHUE CETH Ha yI3BUMOCTU?

34. UYro Takoe moproBoe ckanupoBanue? Kakue mopTel CYUTAIOTCS YSI3BUMBIMU?

35. Kak ckaHupoBaHUE CETH ITOMOTaeT BBIIBUTH TOTEHIIUATIBHbBIE YTPO3bI?

36. Kakwue mepbl 6e3011acHOCTH CIeyeT MPEAIPHHATE TOCIE TPOBEICHHUS CKAHUPOBAHMSI CETH?
37. Yto takoe Nmap? Kakue QpyHKIIMU OH BBITOTHSIET?

38. Kak nmpoBoguTCs CKaHMPOBAaHUE CETH HAa HAIWYHE BpeaoHocHoro 1107

39. Kakue orpaHuueHus CyliecTBYIOT IpU CKAHUPOBAHUU CETH?

40. Kak ckaHUpOBaHHE CETH BIUSACT Ha IPOU3BOAUTEIBHOCTD CETH?

41. Kakue npHUHLHUIIBI yIpaBIeHUs A0cTynoM peanusytorcs B CYB?

42. Kakue meTonsl mu(poBaHus TaHHBIX TPUMEHSIOTCS JUIS 3alUTHI HH(pOpMaun?

43. Kakue noaxojbl UCIOIB3YIOTCS JUIsl pE3€PBHOTO KOTMPOBAHMSI U BOCCTAHOBJICHUS JAHHBIX ?
44. Kak oCylIecTBIS€TCS ayluT U MOHUTOPUHT aKTUBHOCTH B 0a3ax JIaHHBIX?

45. Kakue MexaHU3Mbl KOHTPOJIS MIPaB JIOCTYTa IPUMEHSIOTCS 11 MUHUMU3ALUU PUCKOB?

46. Yro Takoe Kpunrorpaduyeckas 3alliTa JaHHBIX U KaK OHA pean3yeTcs?

47. Kakue TUIBI aTak Ha BeO-NPHIIOKEHUs HanOoJiee pacipoCTpaHeHbl?

48. Kaxk peasmzyercst 0€3011aCHOCTh B MUKPOCEPBHCHON apXUTEKType?

49. Kakue MeToAbl 3alUThl OT XSS-arak mpuMeHs0TCs B BeO-pazpadboTke?

50. Kak opranmsyercs ynpaBlieHHue HHIHIeHTaMu O0e3onacHocT B UT-cucremax?

51. Kakue npuHIuIbI 0€30MaCHOCTH JIeXKAT B OCHOBE apXUTEKTYPhl IPUIOKEHUH?

52. Kak obecrnieunBaeTcsi 6€30MMacHOCTh KOHTEHHEPOB B Tporiecce pazpadotku [107?

53. Kaxkue metoas! 3amutsl oT CSRF-arak npumensitorcst B BeO-pazpaboTke?

54. Kak peanuzyercs 6e3omacHas ayTeHTU(QHUKALUS B paclpe/leIeHHbIX cucTemMax?

55. Kakue noaxosl HCHONB3YIOTCS Ul yIpaBieHus cekperamu B DevOps-nipakTukax?

56. Kak obecnieunBaercst 6e3onacHOCTh APl B COBpeMEHHBIX MPHIIOKESHUSIX ?

57. Kaxue mMeTonbl 3alIMIIAIOT OT aTakK TUIIA «4eloBek nocepeaune» (Man-in-the-Middle)?

58. Yto Takoe SAST u DAST? B uem ux pa3nuuusi 1 Kak OHU TIPUMEHSFOTCS?

59. Kakue nmpuHUIUIBI 6€30MaCHOCTH CIIEAYET YUUTHIBATh IPU MPOEKTUPOBAHUN OOIAYHBIX MPU-
JIO)KEHNN?

60. Kak peanusyercs Oe3zomacHast paboTa ¢ OTKPBITHIM HCXOAHBIM KOIOM B KOMMEPYECKHX IPO-
ekrax?

61. Kakue ocobeHHOCTH 06€30MaCHOCTH BO3HUKAIOT IPH padoTe ¢ OOIBIIMMH TaHHBIMU (pacipe-
nen€HHOe XpaHeHne, TOTOKoBas o0paboTka)?

62. Yro Takoe nuddepeHranbHas IpUBaTHOCTh U KaK OHA MPUMEHSETCS JUIS 3alUThl JaHHbIX B
cUCTeMaxX MAaIuHHOTO 00y4YeHHs?

63. Kakue cymiecTBylOT THIBI arak Ha MOAETH MAlIMHHOTO 0Oy4yeHHs (OTpaBlICHHE NAHHBIX,
aTaky C Mo00pOM BBIXOJHBIX TaHHBIX, HHBepcus Mozeneit)? [lpuBeaure npumepsl.



64. Kak obecreunth 0e30MacHOCTh KOHBelepa naHHbIX (data pipeline) mpu oOydennn u uHde-
peHce mojenen?

65. Kakue HHCTpYyMEHTBHI HCIOIB3YIOTCS ISl OLICHKH 0€30IaCHOCTH MOJIENIe MallTMHHOTO 00y4e-
Hus (Hanpumep, Adversarial Robustness Toolbox, TensorFlow Privacy)?

66. Uto Takoe mpuBaTHOCTH Mpu o0yueHUM ¢ (eneparuBHbM noaxoaoM (federated learning) u
KAKOBBI pUCKHU?

67. Kak obecrnieunTh Oe30macHOE XpaHEHUE U Tiepeaadyy HabopoB JaHHBIX, COAEPIKAIIUX MEPCOo-
HaJIbHbIC JaHHbIE?

68. Kakue meronbl kpuntorpaduueckoii 3auThl JAHHBIX (ToMOMOpGHOE MH(ppoBaHUE, ITUPPO-
BaHUE C COXPAaHEHHUEM MOPSIKA) aKTyaJIbHbI 7151 00pabOTKH OOJBIINX JAHHBIX?

69. Kak oprann3oBars MOHUTOPUHT U ayIuT JIOCTYyIA K JaHHBIM B cuctemax MI?

70. Kakue tpeboBanus 6e30macHOCTH npeabsBisitorcs K API, yepe3 koTopble oCyIecTBIsIeTCs
B3aumozelictaue ¢ Al-cepsucamu?

71. Kaxwue 3Tanbl >KU3HEHHOTO LIMKJIA JAHHBIX TPEOYIOT ONTHUMH3AIUH ¢ YUETOM 0€30MacCHOCTH?
72. Kakue MeTobpl ONITUMH3AINH YIIPABICHHSI paclpeleIeHHbIMU TaHHBIMU (CErMEHTHPOBaHUE,
perIMKalus, KIIMIMPOBAHNE) BIUAIOT Ha O€30MaCHOCTh?

73. Kak HacTpouTh 0€30MacHOCTh B paclpeaenéHHbIX cHUcTeMax o0paboTku naHHbIX (Apache

74. Kakue noauTuku mu(poBaHUs U YIPaABICHUS KIIOYaMH MIPUMEHSIOTCS B paclpeenEHHbIX
XPAaHUJIUILAX JaHHBIX?

IIpakTnyeckue Keucobl:

Keiic 1. B BeO-npunoxxenun odHapyxeHa SQL-unbekuus. Pazpabotaiite niaaH HemeJIeH-
HOT'O PearupoBaHus U JOJITOCPOYHOTO YCTPAHEHHUs YsI3BUMOCTH. Kakue MHCTpYMEHTBI HCIIOJIb3yeTe
JUISI IPOBEPKU?

Keiic 2. ITpu nunamuueckoM tectupoBanuu OWASP ZAP Berssieno orcyrcrsue HTTP-3a-
ronoBkoB 6e3omnacHoctu (CSP, HSTS, X-Frame-Options). Kakue 3aronoBku Heo0xo1umMo 100aBUTh
¥ KaK 9TO MOBJIHSICT HAa O€30MMaCHOCTD MPHIIOKCHUS?

Keiic 3. Monens MmammmHHOTO 00yUeHuUs, pa3BEPHYTasi B IPOMBIIIUICHHOM Cpejie, cTaja Bhlia-
BaTh HEOXKHUJIAHHBIC PE3YNIbTATHI MPH M0/1aYe CHeHanbHO c(hOPMUPOBAHHBIX 3ampocoB. [Ipeamnomno-
JKUTE IPUUMHY (aTaka yKJIOHEHHS) U MPEIIOKUTE MEPHI 3aIUTHI.

Keiic 4. Pa3zpabarbiBaercs cuctema, kotopasi coorpaet naHHsle ¢ loT-ycrpoiicTs, nepenaér
UX B 00J1aKO 17151 00y4eHHs MOJIENIeH U MTPEIOCTaBIISIET Pe3yIbTaThl yepes Be0-CepBUC. Y KAKUTE KITIO-
YCBBIC TOUKHU KOHTPOJIA 0e30I1acHOCTH U MPpEAJIOKKUTE MEPHI 3alIMTHI HA KAXKIOM 3Tallc.

Keiic 5. B CI/CD pipeline (GitHub Actions) Heo0X01uMO HHTETPUPOBATH MPOBEPKHU Oe3omac-
HOCTH: CTaTUYECKUH aHAIM3 KOJa, CKAHUPOBAHUE 3aBUCHMOCTEH, MPOBEPKY ceKpeToB. Onummre,
KaK 3TO MOYKHO p€ajin30BaTh, U KAKMC NHCTPYMCHTHI HCITI0JIb30BATh.

Keiic 6. [IpoekT ucnonb3yer OTKpbIThie HAOOPHI AAHHBIX IS 00ydeHust mojenu. Kak npose-
pPHUTh UX Ha HAJIMYME BPEJOHOCHBIX BKparuieHui (oTpaBieHue AaHHbIX)? [Ipemnoxure npouenypy
BepUpUKALUY.

Keiic 7. B kopriopatuBHO# ceTn 00HApYXKEHBI HECAHKITMOHUPOBaHHBIe SSH-TIoAKTFOYeHUS K
cepBepy ¢ oOydarmuMu JaHHBIMU. OmpeaenuTe BO3MOKHBIE HCTOUHUKH YTPO3bl U pa3padboTraite
TIJIaH 3alUTHI.



Ketic 8. Ins 00mauHOr0o XpaHWIMING, COAEPIKAILEro MepCcoHalbHBIE NaHHBIE, TpPeOyeTcs
HACTPOUTh MIM(pOBaHUE U yHpaBieHue KitoyamMu. Kakue MmexaHu3Mel Bbl pepioxure (mmdpoa-
HUE Ha CTOPOHE KJIMEHTA, yIpasieHue KiodamMu B KMS, poranus kiroueit)?

Ketic 9. I1pu pazépTeiBanuu Mojenu yepe3 AP Obutn 3aKCHpOBaHbI aHOMAJIBHO BBICOKHE
3amnpocsl oT ojHoro IP-anpeca. Kakue Mepbl HEOOXOJMMO IPUHATH JUIsl IPEJOTBPALLCHHS aTaKH I1e-
pebopa (brute-force) i DoS?

Keiic 10. Pa3paboraiiTe mnan obecriedeHust 0€30MacHOCTH ISl CUCTEMBI, UCIIONIb3YIomIeH de-

JiepaTHBHOE 00ydeHUE HA MOOMJIBHBIX YCTPOMCTBAX. YKaKUTE MEPHI 3alIUTHl HA CTOPOHE KJIMECHTA U
cepsepa.

Kpurepun oneHuBaHus 3K3aMeHa NP NPOXO0KAEHUSI UTOroBOro TectupoBanus no bPC

®opma npoBeIeHUs
CemecTp | IPOMEKYTOYHOM aT- Kpurepun u HOpMbI OLEHKH
TecTaluu
Dk3ameH (10 HAKOIHU- «OTIITUYHO» perTuHrOBBIN Oat 85-100
TEIbHOMY PEUTHUHTY) «XOPOULIO» peiituaroBbIi Oamn 70-84
«YJIOBJIETBOPUTEIBLHO» peUTHHTOBBIN Oat 55-69
«HEYJOBJIETBOPUTEIBHOY peiituHroBBIN Oamt 0-54




8. YueOHO-MeTOaMYECKOE U HH(POPMAIHOHHOE ofecTiedeHHue THCIMTIIUHBI

Oobs13aTesibHAA IUTEpPaTypa

Ne
/o

ABTOpBI, cOCTa-
BHUTEJH

3amiaBue (3ar0JI0BOK)

Tun (y4eOHMK,
yueOHoe 1noco-
ome, yueOHO-Me-
TOAMYecKoe 110-
coOme, MpaKTH-

KyM, 1Ip.)

Ton u3-
JTaHus

KoaunuecTBo B
HAY4HOU O0uO/1H0-
Texke / Hammeno-

panne ObC

bapanona E. K.

Kpunrorpaduueckue MeTopl 3aIuThl KHPOPMAIIHH : Ja0. PaKTH-
kyM : yue0. mocobue / E. K. Bapanosa, A. B. babam. - Mocksa : KHo-
pyc, 2015. - 196 c. : un. + CD. - (bakanaBpuar). - bubnuorp. B KoHIe
1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-00.

YyeOHOEe Tocodue

®opoysan b. A.

Kpunrorpadus u 6ezonacHocTs ceteit [DneKTpoHHbIH pecypce] :
yue6. mocodue / b. A. ®opoyzan ; niep. ¢ aum. mox pexa. A. H. bep-
muHa . - Mocksa : UHTYUT, 2017 ; CapatoB : By3oBckoe o06pa3oBa-
Hue, 2017. - 782 c. : uin. - (OcHOBBI HH()OPMAIIMOHHBIX TEXHOJIOTHIA).

YuyebHoe mocodue

9BC «IPRbooks»

Xopes II. b.

[IporpaMMHo-amnnaparHas 3ammTa MHPOpMaluu [ DNEeKTpOHHBIN pe-
cypc] : yueb. mocobue / I1. b. Xopes. - 2-e u3f., ucnp. u JOM. -
Mockga : ®opym : UHOPA-M, 2015. - 352 c. - (Bricmiee obpazoBa-
Hue). - ISBN 978-5-00091-004-7.

YuebHoOe mocodue

OBC




JlonoHUTeIbHAS JUTEPaTypa

Tun (y4eOHMK,
yueOHoe nocodue,

KosnuecTBO B
HAY4YHOMH 0uo-

Ne ABTOpBI, €O- T'ox u3-
w/n CTABMTEMN 3aryniaBue (3aroJioBoK) y4eOHO-MeToane- - JuoTeke /
CKoe mocooue, HaumenoBa-
NPAKTHKYM, JP.) Hue DbC
Kykuna E. T. Beenenne B kpunrorpaduro [neKTpoHHBIN pecypc] : cOOpHUK 3ama4 U | YueOHoe nmocodue 9bC
ynpaxnenuii / E. I. Kykuna, B. A. PomanbkoB. - Omck : OmI'Y, 2013. -
9
Hukudopos C. | 3ammra uapopmanuu [DIeKTpoHHBIH pecypc] : yued. mocodue / C. H. | Yuebnoe nocobue 9BC
H. Hukudopos. - Cankr-IletepOypr : CII6OI'ACY, 2015. - 383 c. : un. - ISBN
Crouneia B. T Hudopmarnmonnas 6e30MacHOCTb BRIYUCIUTEILHON TEXHUKH [ DJIEKTPOH- | YueOHoe mocodue 9BC
HBII pecypce] : yaeoHoe mocodue / B. I'. Criumpia. - Tomck : Db KoHTeHT,
2011. - 148 c. - ISBN 978-5-4332-0020-3.
Oeaun O. O. Nudopmarmonnas 6e30macHOCTh [DIEKTPOHHBIN pecypc] : yueOHoe 1mo- | YuebHoe nocodue 9BC

cooue / ®@. O. Genun, B. I1. Odpunepos, ©. ®. Geaun ; [mox pen. B. A.
[Muxkapesa]. - Mocksa : MI'TTY, 2011. - 260 c.




ITepedyenb npodeccuoHANBHBIX 023 JAHHBIX M MHGOPMALIMOHHBIX CIIPABOYHBIX CHCTEM

Ne
I

HaumenoBanue

CcpUika

Springer Nature (I[TomHOTEKCTOBaS KOJUTCKIIHSI
YKYpHAJIOB)

Springer eBooks (ITonmHoTekcTOBas KOJIICKITHS
ANIEKTPOHHBIX KHUT H3JaTeNIbcTBA Springer

«Konekcy»

Texakcnept

OenepanbHas ciIyx0a MO TEXHUYECKOMY H
SKCIOPTHOMY KOHTPOJIIO

Kaggle (nataceTsl ¢ MeTKaMu 0€30ITaCHOCTH)

Kaggle maracersl: IIOJIHOE PYKOBOICTBO IIO
[IOMCKY ¥ MCHOJb30BAHUIO JUI aHAJIN3a JIaH-
HbeIX - DatalLopata

Ilepeyens MporpaMMHOTo oGecredeHust

Ne HanmenoBanne I1O KoaunuecTBo in- | PekBU3UTHI 10roBOpa (1ara,
n/n HeH3uii HOMeEP, CPOK AeiCTBUA)
Visual Studio Code (VS Code) HeorpannyeHHbll | becrmatHoe I1O, nuuenHsus
HEOIPaHUYECHHBIN becrmarnoe 110, nauneH3us
HEOIPaHUYECHHBIN becrmarnoe 110, auneH3us
HEOIPaHUYECHHBIN becrmarnoe 110, nauneH3us
HeorpanuueHHbli | becrmatnoe I10, nuieH3us
HeorpannueHHbli | becrmatnoe I1O, nuieH3us
OWASP ZAP (Zed Attack Proxy) | Heorpanuuennslii | becrmarnoe I1O, nunensus
HeorpannueHHbld | becrutarnoe [10, nuneH3us
Onucanue MarepuaJbHO-TEXHHYECKOH 0a3bl, HEOOXOAMMOI A/ OCyIIeCTBIIe-
HHs1 00Pa30BaTEIBLHOIO MPOoLecca Mo JUCUMILIHHE
HanmeHoBaHue 000py10BAHHBIX Y4eOHbIX KAOMHETOB
Ne . Py y > | TlepeyeHb OCHOBHOTO 000-
Jadoparopuii, MACTEPCKHUX H IP. 00bEKTOB 115l IPOBe-
n/n pyAoBaHus

JACHHUS MPAKTHYECKHUX U JIa00PATOPHBIX 3aHATHI

Komnbrorepnslii knacc. [lomemenue s camocrositens- | CToibl ydeHUYECKUE, CTY-
HOM paboThl. YUeOHast ayquTOpHs U1 POBEACHUS 3aHs- | Jbs yueHnueckue, [1K ¢ BbI-
THIl CEMUHAPCKOTO TUTA. YUeOHas ayAuTOpus IJIsl Kypco- | XOIoM B ceTb VHTepHeT
BOT'O TPOCKTUPOBAHMSI (BBITTOJTHEHHS KYPCOBBIX padoT).



https://datalopata.ru/blog/kaggle-datasety-polnoe-rukovodstvo-po-poisku-i-ispolzovaniju-dlja-analiza-dannyh/
https://datalopata.ru/blog/kaggle-datasety-polnoe-rukovodstvo-po-poisku-i-ispolzovaniju-dlja-analiza-dannyh/
https://datalopata.ru/blog/kaggle-datasety-polnoe-rukovodstvo-po-poisku-i-ispolzovaniju-dlja-analiza-dannyh/

VYyeOHast ayauTopHst IJ1sl MPOBEIEHUS TPYIIOBBIX U HH-
TUBUAYATBHBIX KOHCYIbTAMNA. Y4eOHas ayIUTOPUS JIS
MIPOBEJICHUS 3aHATHI TEKYILEro KOHTPOJIS U MIPOMEXKY-

touHo# arrectanuu. (I'-401)

KomnbrorepHsiii kinacc. YueOHast ayTuTopus IS IPOBe-
JICHUS 3aHATUH JICKIIMOHHOTO TUIA. Y YeOHast ayTuTOpus
JUIS IPOBEJICHUS 3aHATHI CEMUHAPCKOro THUIa. YueOHas
ayIUTOPHS ISl IIPOBEICHUS JTA0OPATOPHBIX paboT. Yueh-
Hasi ayAUTOPHsI ISl KYpCOBOT'O MPOEKTUPOBAHUS (BBITION-
HEHHUSI KypCOBBIX padoT). YueOHas ayiuTopusi 1Jisi IpOBe-
JICHUS TPYIIOBBIX U UHIUBUAYAIbHBIX KOHCYIbTAIIUMA
VYyebnas ayquTopus sl IPOBEACHUS 3aHATUN TEKYIEro
KOHTPOJISL U IpoMexyTouHoi arrectanuu. (YJIK-408)

Kommnerorep (Monutop 177,
cucreMHblit 0ok Intel (R)
Gb / 80 Gb), mapmpyTu3a-
Top 2801 Router, kommy-
tatop Catalyst, sxkpan/uH-
TepakTUBHAs J0cka Smart
Board TB, npoektop Acer
P1303W., cron npenonasa-
TeJIbCKUH, CTOJI ydeHHYe-
CKHI1, CTOJI KOMIIbIOTEPHBIN,
CTYJ, 10CKa ayTUTOpHAs
(MapkepHas).

VYyebnas ayquTopus ISl IPOBEICHUS 3aHATUHN JICKIIMOH-
HOTO TUTA. YueOHas ayTuTOpUs AJisi IPOBEACHUS 3aHsI-
TUM CEeMHHAPCKOTO TUTA. YueOHast ayTuTOpust 1715l Kypco-
BOT'O MPOEKTUPOBAHUS (BBIIOTHEHHS KYPCOBBIX padoT).
VYyebnas ayquTopus JUisl IPOBEACHUS TPYIIIOBBIX U UH-
JTUBUAYaIbHBIX KOHCYIbTAMMA. YueOHast ayquTOpHs IS
MPOBEICHUS 3aHATUM TEKYIIETO KOHTPOJIS U IPOMEXKY-
toyHoi arrectauuu. (YJIK-418)

Crost y4eHHUECKUN BYX-
MECTHBIH (MOHOOJIOK),
JIOCKa ayJIMTOpHast 3-X CEeK-
IIMOHHAs (MEJIoBast), CTOJI
MPENoAaBaTeNbCKUM, CTY,
npoektop Acer
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